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Objectives

+ Recognize prevalence: oii Cyher
threats in schools

+ ldentify challenges: andl Barriers te
Implementing a statewide policy on
cyber threats

¢ Discuss key strategies schooels can
Implement to prevent cyber threats
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Cyber Threats

+ Definition: Online material that
raises concern about vielence against
others or self. May be direct threats
or may allude to a threat of harm te

self or others.
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Impact off Cyber Tnreats

¢ 58906 of Kids admit semeocne has: said
mean or hurtful things te them
online.

¢ 32%0 of all teens say they have been
targets of potentially menacing
online activities.
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What are Cyber T00IS?

¢ Internet

+ Cell phoenes; Including camera PReRES
¢ [ext messages

¢ Blogs (V-blogs)

+ Online video games

+ Instanit messaging), Message: veards
+ Chat reems

¢ Soclal netwoerking| groups

¢ Email, listservs

¢ Flle sharing
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Challenges and Bariers to
Implementing a Statewider Policy/

¢ eacher knewledge

+ Effective integration

+ Local decision making (state guided/
locally decided)
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Challenges and Bariers to
Implementing a Statewider Policy/

+ Children’s Internet Protection Act
(CIPA)

¢ Perception of Incidents happening
ouitside of scheel purview

+ Data collection methodology.
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Key Strategies to Prevent Cyer
Threats

¢ Link school saiety and technolegy.
committees to conduct needs
assessment

+ Establish and update lecal policy

¢ Inform all stakeholders (studenis,
staff, parents, community)
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Key Strategies to Prevent Cyer
Threats

¢+ Engage youth as educators

+ Integrate cyber tools as nermatne
Instructional strategles

¢ Establish confidential method to
report Incidents
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Issues fior Consideration

+ Concerns with filters and vlecking
=alse sense off securnity

DO not filter alllinappreprate conteni:
DO not prevent cyber bullying

May/, restrict access to educationally Heh
Sites
Inherent bias of blocked content

e Do not builld student skills for sale
navigation of the internet
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Issues fior Consideration

¢ Constitutional Issues

= Vioniterng and search ol internet Use
records; Free speech

¢ Local/School Issues
o FOrm situation review: team

¢ Individual Issues
o Create your own avatar
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Change at a State' lLevel'—INew
York Example

+ Review related erforts irom Other States

¢ EXpand awareness: ofi the prekiem
s SESSIoNSs With' state’ pelicy, mMakers
o Administrator prefessional developmeni

= \Woerkshops for community, organzatens (56
cooperative extension offices anad ever 700
after school programs)

¢ End user survey (student focusH groups)
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Change at a State' lLevel'—INew
York Example

+ Draft policy guidelines alignedwiith
state and federal reguirements

+ ldentify representative stakehoelders
for draft policy review and feedback
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Change at a State' lLevel'—INew
York Example

+ Engage selected scheoels for plot
Implementation (rural; UGsamn,;
suburban)

+ Revise based on feedback

+ Ongoing process
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